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	832.  ELECTRONIC TRANSACTIONS, RECORDS AND SIGNATURES


	1. Purpose


	The purpose of this policy is to promote the efficient and modern transaction of district activities by making explicit the district's rights under the Pennsylvania Electronic Transactions Act to determine whether, and the extent to which, it will use electronic records in conducting district activities, as well as the district's right to determine, on a case-by-case basis, whether to engage in transactions with other parties by electronic means. The scope of this policy covers digital signatures and other automated transactions, as well as other means of electronic communication used by the district on a regular basis, including but not limited to email, voice mail, fax transmittals, and website "click through" procedures.


	2. Authority
73 P.S.

Sec. 2260.101

et seq
	The authority for this policy is Pennsylvania's Electronic Transactions Act, 73 P.S. Section 2260.101, et seq.


	
	

	3. Definitions

	1. Automated transaction - a transaction conducted or performed, in whole or in part, by electronic means or electronic records, in which the acts or records of one or both parties are not reviewed by an individual in the ordinary course in forming a contract, performing under an existing contract or fulfilling an obligation required by the transaction.


	
	2. Electronic - relating to technology having electrical, digital, magnetic, wireless, optical, electromagnetic or similar capabilities.


	
	3. Electronic agent - a computer program or an electronic or other automated means used independently to initiate an action or respond to electronic records or performances, in whole or in part, without review or action by an individual.


	
	4. Electronic record - a record created, generated, sent, communicated, received or stored by electronic means.


	
	

	
	

	
	5. Electronic signature - an electronic sound, symbol or process attached to or logically associated with a record and executed or adopted by a person with the intent to sign the record.


	
	6. Governmental agency - an executive agency, an independent agency, a state-affiliated entity or other instrumentality of the Commonwealth. The term includes authorities, political subdivisions and state-related institutions.


	
	7. Record - information which is inscribed on a tangible medium or is stored in an electronic or other medium and which is retrievable in perceivable form.


	
	8. Security procedure - a procedure employed for the purpose of verifying that an electronic signature, record or performance is that of a specific person or for detecting changes or errors in the information in an electronic record. The term includes a procedure which requires the use of algorithms or other codes, identifying words or numbers, encryption or callback or other acknowledgment procedures.


	
	9. Transaction - an action or set of actions occurring between two (2) or more persons relating to the conduct of business, commercial or governmental affairs.


	
	10. Utilize - to create and retain electronic records and convert written records to electronic records; to send and accept electronic records and electronic signatures to and from other persons and otherwise create, generate, communicate, store, process, use and rely upon electronic records and electronic signatures.



	4. Guidelines
	Delegation Of Responsibility


	
	1. In adopting this policy, the Board delegates to the Superintendent or to appropriate district personnel as designated by the Superintendent, the authority afforded to the district under the Pennsylvania Electronic Transactions Act to determine whether and to what extent the district will utilize electronic records and electronic signatures. As used in this policy, "utilize" shall mean the following:


	
	a. To create and retain electronic records and convert written records to electronic records.


	
	b. To send and accept electronic records and electronic signatures to and from other persons and otherwise create, generate, communicate, store, process, use and rely upon electronic records and electronic signatures.


	
	

	
	

	
	2. The Board further delegates to the Superintendent or to appropriate district personnel as designated by the Superintendent the authority to determine the extent to which it will utilize the USPS EPM or any similar service to send and accept electronic records and electronic signatures to and from other persons.


	
	3. The Board further delegates to the Superintendent or to appropriate district personnel as designated by the Superintendent the authority to determine on a case-by-case basis, when to engage in electronic transactions with other parties, subject to prior approval or subsequent ratification, as applicable, of any agreement entered into on behalf of the district or any other action taken on the district's behalf that requires Board approval, with the understanding that the district's Records Management policy and its administrative regulations are controlling with respect to retention, documentation, storage, security procedures, conversion of formats, and all other provisions related to the information addressed in said policy and administrative regulations, including information which is transmitted in electronic format, and documentation of information transmitted in electronic format.


	
	4. The Board also recognizes that the district's participation in the Access program for certain student services will require the district, as of the 2012-2013 school year, to conduct billing and other procedures by electronic means, and to use electronic signatures. Therefore, the Board delegates to the Superintendent and designee the authority to engage in electronic transactions and utilize electronic records and electronic signatures relative to the Access program, and directs the Superintendent and designee to follow the specific protocols relative to the Access program as established by the Pennsylvania Department of Education (PDE) and Department of Public Welfare (DPW) and stated in pertinent part within this policy.


	
	Requirements Regarding Billing, Electronic Signatures And Other Electronic Records Relative To The Access Program


	
	1. The district shall engage in electronic transactions and utilize electronic records and electronic signatures relative to the Access program, to the extent that the district wishes to continue to participate in the Access program.


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	2. The district shall comply with the following specific protocols established by the PDE and the DPW relative to the Access Program:


	
	a. All SBAP provider logs that are signed with an electronic signature shall meet the following requirements:


	
	1) The electronic signature shall identify the individual signing the document by his/her name and title.


	
	2) The electronic signature shall ensure that the document cannot be altered after the signature has been affixed, by limiting access to the code or key sequence.


	
	3) The electronic signature shall provide an audit trail that validates the signer's identity. 



	
	b. Upon request from DPW, the district shall provide a hard copy of the log showing either verification of the provider's PIN/password or an actual signature. A handwritten original is not required.


	
	c. Electronically transmitted signatures must be electronically encrypted or transmitted by other technological means designed to protect and prevent access, alteration, manipulation or use by any unauthorized person. In addition to complying with security policies and procedures, to the extent that the district uses computer keys or electronic signatures, the district personnel who use the same shall sign a statement of exclusive use, assuring that only such personnel will have access to and use of the key or computer password.


	
	d. A copy of this policy, any related written procedures, and signed statements of exclusive use must be maintained and available with the district.


	
	3. The district shall comply with any other protocols as may be required at any time, to the extent that the district wishes to continue to participate in the Access program.


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	Electronic Records, Transactions And Signatures: General Provisions


	
	1. To the extent that the district sends and accepts electronic records and electronic signatures and otherwise creates, generates, communicates, stores, processes, uses and relies upon electronic records and electronic signatures, the Superintendent, giving due consideration to security, may specify all of the following:


	
	a. The manner and format in which the electronic records must be created, generated, sent, communicated, received and stored and the systems established for those purposes.



	
	b. If electronic records must be signed by electronic means, the type of electronic signature required, the manner and format in which the electronic signature must be affixed to the electronic record and the identity of or criteria that must be met by any third party used by a person filing a document to facilitate the process.



	
	c. Control processes and procedures as appropriate to ensure adequate preservation, disposition, integrity, security, confidentiality and audit ability of electronic records.



	
	d. Any other required attributes for electronic records which are specified for corresponding nonelectronic records or reasonably necessary under the circumstances.


	
	2. The district shall conduct a specific transaction with another party by electronic means when both the district and the other party have agreed to conduct the transaction by electronic means.


	
	3. The determination of what constitutes an agreement to conduct a transaction by electronic means shall be made in accordance with the Pennsylvania Electronic Transactions Act and any other provision of law or regulation as may be applicable.



	
	4. The determination of what constitutes a transaction shall be made in light of the purpose of the contract and the action to be taken electronically.



	
	5. When agreeing with another party to conduct a specific transaction by electronic means, the district retains the right in accordance with the act to refuse to conduct any other future transaction, whether with the same or a different party, by electronic means. This right may not be waived by agreement.


	
	

	
	

	
	6. The extent to which any transaction shall be conducted by electronic means shall be controlled by any determination made by the Superintendent or designee, whether such determination was made prior to or in the context of the transaction at issue, as to whether and the extent to which the district will utilize electronic records and electronic signatures. The Superintendent or designee may, in the context of any specific transaction or at any other time, revise any prior determination that it has made regarding whether, and the extent to which, it will utilize electronic records and electronic signatures. The district is not required to reduce such a determination to writing.


	
	7. District personnel shall not, in the course of any electronic transaction or other action or correspondence with another party or parties, enter into any agreements on behalf of the district or take any other action that requires Board approval, without prior approval or subsequent ratification by the Board, as may be required relative to the specific action at issue.


	
	Effectiveness And Enforceability Of Electronic Records And Electronic Signatures


	
	1. When the district has agreed to engage in a specific transaction by electronic means and the electronic record or electronic signature at issue is within the extent of utilization of electronic records and electronic signatures as determined by the Superintendent or designee, the electronic record or electronic signature may not be denied legal effect or enforceability solely because it is in electronic form, and a contract may not be denied legal effect or enforceability solely because an electronic record was used in its formation.


	
	2. In the scenario described in Paragraph 1 above, the electronic record shall be given the full legal effect of a writing for purposes of any law that requires a record to be in writing, and the electronic signature shall be given the full legal effect of a signature for purposes of any law that requires a signature.


	
	3. In the scenario described in Paragraph 1 above, the requirement of a law that requires information to be provided, sent or delivered in writing, is satisfied if the information is provided, sent or delivered, as the case may be, in an electronic record capable of retention by the recipient at the time of receipt. An electronic record is not capable of retention by the recipient if the sender or its information processing system inhibits the ability of the recipient to print or store the electronic record.


	
	To the extent that the law permits the parties to vary, by agreement, the law's requirement that the information be provided, sent or delivered in writing, the parties may also vary by agreement the requirement that the information be in the form of an electronic record capable of retention.


	
	

	
	4. In the scenarios described in Paragraphs 1 through 3 above, the record or signature still must be effective and enforceable in all other aspects and under all other laws governing the validity and effectiveness of a record or signature and the enforceability of the substance of the parties' agreement, in order for it to be effective and enforceable against either party to an electronic transaction.


	
	5. If the district and the other party to the transaction have not agreed to conduct the transaction at issue electronically, or the parties have so agreed but a specific electronic record or electronic signature is not within the extent of utilization of electronic records and electronic signatures as determined by the Superintendent or designee, then the electronic record or electronic signature shall not be afforded effectiveness or enforceability under the Act. In that instance, however, the electronic record or electronic signature may still be effective and enforceable under another law or laws, including for a purpose not related to the transaction at issue.


	
	6. If a law other than the Act requires a record to be posted or displayed in a certain manner, to be sent, communicated or transmitted by a specified method or to contain information which is formatted in a certain manner:


	
	a. The record must be posted, displayed, sent, communicated or transmitted in the manner or by the method specified in the other law.


	
	b. The record must contain the information formatted in the manner specified in the other law.



	
	c. When a law requires a record to be sent, communicated or transmitted by first class mail, postage pre-paid, that requirement may be varied by the agreement of the parties, to the extent permitted by the law at issue.


	
	7. If a law requires a signature or record to be notarized, acknowledged, verified or made under oath, the requirement is satisfied if the electronic signature of the person authorized to perform those services, together with all other information required to be included by other applicable law, is attached to or logically associated with the signature or record.



	
	8. If a sender inhibits the ability of a recipient to store or print an electronic record, the electronic record is not enforceable against the recipient.



	
73 P.S.

Sec. 2260.101


et seq
	9. The Act, and therefore this policy, does not apply to any transactions excluded from the scope of the Act under 73 P.S., Section 2260.104(b).



	
	

	
	

	
	

	
	Attribution And Effect Of Electronic Records And Electronic Signatures



	
	1. An electronic record or electronic signature is attributable to a person if it was the act of the person. The act of the person may be shown in any manner, including but not limited to a showing of the efficacy of any security procedure applied to determine the person to which the electronic record or electronic signature was attributable. A person's actions include those taken by human and electronic agents.


	
	2. The legal effect and/or attribution of an electronic record or electronic signature attributed to a person is determined from the context and surrounding circumstances at the time of its creation, execution or adoption, including the parties' agreement, if any, and otherwise as provided by the Act and any other relevant laws. Demonstration of a specific security measure may factor into, but will not necessarily be determinative of, the legal effectiveness of an electronic record or electronic signature, or its attribution to a specific individual.


	
	3. If there is a security procedure between the parties with respect to the electronic signature or electronic record, the following rules apply:



	
	a. The effect of compliance with a security procedure established by a law or regulation is determined by that law or regulation.



	
	b. If the parties to a transaction agree to use or otherwise knowingly adopt a security procedure to verify the person from whom an electronic signature or electronic record has been sent, the electronic signature or electronic record is attributable to the person identified by the security procedure if the person relying on the attribution satisfies the burden of establishing that:


	
	1) The security procedure was commercially reasonable.



	
	2) The party accepted or relied on the electronic message in good faith and in compliance with the security procedure and any additional agreement with, or separate instructions of, the other party.


	
	3) The security procedure indicated that the electronic message was from the person to which attribution is sought.



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	c. In the scenario in which an electronic record or electronic signature could only be attributed to the other party by virtue or the parties' agreement or because compliance with a security procedure established by another law or regulation makes the electronic record or electronic signature attributable to the sending party, the person to whom the record is sought to be attributed can demonstrate that the record should not be attributed to him/herself if s/he satisfies the burden of establishing that the electronic signature or electronic record was caused directly or indirectly by a person:


	
	1) Who was not entrusted at any time with the right or duty to act for the person with respect to such electronic signature or electronic record or security procedure.



	
	2) Who lawfully obtained access to transmitting facilities of the person if such access facilitated the misuse of the security procedure; or 



	
	3) Who obtained, from a source controlled by the person, information facilitating misuse of a security procedure.


	
	4. If the parties use a commercially reasonable security procedure to detect errors or changes with respect to an electronic signature or electronic record, the following rules shall apply:



	
	a. The effect of a security procedure is determined by the agreement between the parties or, in the absence of an agreement, by any provision of the Pennsylvania Electronic Transactions Act regarding security procedures.



	
	b. Unless the circumstances indicate otherwise, if a security procedure indicates that an electronic signature or electronic record has not been altered since a particular time, it is treated as not having been altered since that time.


	
	Automated Transactions


	
	1. In an automated transaction, the following rules apply:


	
	a. A contract may be formed by the interaction of electronic agents of the parties, even if no individual was aware of or reviewed the electronic agents' actions or the resulting terms and agreements.


	
	

	
	

	
	

	
	

	
	

	
	b. A contract may be formed by the interaction of an electronic agent and an individual, acting on the individual's own behalf or for another person, including by an interaction in which the individual performs actions which the individual is free to refuse to perform and which the individual knows or has reason to know will cause the electronic agent to complete the transaction or performance.



	
	c. The terms of the contract are determined by the substantive law applicable to it.


	
	Retention Of Electronic Records



	
	1. If a law requires that an electronic record be maintained, the requirement is satisfied by retaining an electronic record of the information in the record which:


	
	a. Accurately reflects the information set forth in the record after it was first generated in its final form as an electronic record or otherwise.


	
	b. Remains accessible for later reference.



	
	2. A requirement to retain a record in accordance with Paragraph 1 above does not apply to any information the sole purpose of which is to enable the record to be sent, communicated or received.


	
	3. A person may satisfy Paragraph 1 above by using the services of another person if the requirements of that subsection are satisfied.



	
	4. If a law requires a record to be presented or retained in its original form, or provides consequences if the record is not presented or retained in its original form, that law is satisfied by an electronic record retained in accordance with Paragraph 1 above.



	
	5. If a law requires retention of a check, that requirement is satisfied by retention of an electronic record of the information on the front and back of the check in accordance with Paragraph 1 above.



	
	6. A record retained as an electronic record in accordance with Paragraph 1 above satisfies a law requiring a person to retain a record for evidentiary, audit or like purposes.


	
	7. This policy does not preclude the district from specifying additional requirements for the retention of a record, including the requirement that a record be retained in a nonelectronic form.



	
	

	
	8. Nothing in this policy overrides the district's obligation to follow its Records Management policy and its administrative regulations, and the same are still controlling with respect to retention, documentation, storage, security procedures, conversion of formats, and all other provisions related to the information addressed in said policy and administrative regulations, including information which is transmitted in electronic format, and documentation of information transmitted in electronic format.


	
	General Provisions Regarding Security Procedures



	
	1. To the extent that the district determines that it will utilize electronic records and electronic signatures other than as set forth in this policy relative to the Access program, the district shall develop security procedures whereby the district can:


	
	a. Verify the attribution of a signature to a specific individual.


	
	b. Detect changes or errors with respect to an electronic record or electronic signatures, through the use of a commercially reasonable security procedure.


	
	c. Protect and prevent access, alteration, manipulation or use by an unauthorized person.



	
	d. Reduce the opportunity for those sending messages to the district to avoid the effect of an electronic record that resulted from an error made by the individual dealing with the district's electronic agent, by providing an opportunity for prevention or correction of the error.



	
	2. To the extent that the district chooses to use electronic signatures in the form of digital signatures or any similar signature procedure involving electronically stored codes or other copies of signatures that are affixed electronically in lieu of handwritten signatures, other than as set forth in this policy relative to the Access program, the district shall utilize measures intended to ensure authorized, secure and exclusive use, including but not limited to the following:


	
	a. The district shall designate individuals who are authorized to utilize an electronic signature in connection with district activities and shall require each designated individual to sign a statement of exclusive use.



	
	b. The district shall maintain a secure hard copy log of the PIN/password or actual signature of any individual authorized to provide an electronic signature in connection with district activities.



	
	

	
	

	
	

	
	c. The district will retain in its records a copy of this policy and copies of all statements of exclusive use, until such time as all records retention requirements of applicable law and district policy are satisfied.


	
	3. The Board delegates to the Superintendent the authority to add to, delete from, or otherwise modify the above-referenced list of security procedures to the extent deemed necessary by the Superintendent, independent of a revision to this Policy requiring Board approval.


	
	

	
	

	
	

	
	References:
Pennsylvania Electronic Transactions Act – 73 P.S. Sec. 2260.101 et seq.

U.S. Electronic Signatures in Global and National Commerce Act – 15 U.S.C. 


Sec. 7001 et seq.

Board Policy – 800
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