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	216.1.  POLICY GOVERNING THE COLLECTION, CLASSIFICATION, MAINTENANCE AND DISCLOSURE OF STUDENT EDUCATION RECORDS (REGULAR EDUCATION RECORDS)


	1.
Purpose
	The Board of School Directors adopts this Policy to set forth the requirements and procedures governing the collection, classification, and disclosure of education records and personally identifiable information taken from education records regarding students enrolled in the Avella Area School District, in accordance with the requirements of the Family Educational Rights and Privacy Act of 1974, as amended, and its implementing regulations (FERPA).

This Policy applies to all records not covered under the purview of Policy No. 216.2 as special education records. For purposes of this Policy and Policy No. 216.2, records pertaining to special education students that are not directly related to the evaluation of eligibility for, or provision of, special education services, shall be considered "regular education records." "Regular .education records" include, but are not limited to, records related to attendance, discipline, and health records.

This Policy applies to plans for accommodations and services under Section 504 of the Rehabilitation Act, and covers personally identifiable information and education records related to such plans. However, to the extent that a child is evaluated to determine if he/she is a child with a disability, and the determination is ultimately made that the child is, instead, eligible for a plan under Section 504, all records and personally identifiable information related to the evaluation process are subject to Policy No. 216.2.

	
	

	2.
Authority
	The Board directs the Administration to follow all of the requirements set forth within this Policy, as well as any and all other requirements of FERPA not explicitly stated herein. The Board further delegates to the Administration the authority to collect and maintain records in specific locations, and to delegate to specific District personnel the responsibility for collection and maintenance of records, consistent with the provisions of FERPA and as outlined within the chart set forth within this Policy.



	
	

	
	

	
	

	3.
Definitions
	For purposes of this Policy, the following terms shall have the following definitions, in accordance with The Family Educational Rights and Privacy Act of 1974, as amended, and its implementing regulations.

FERPA - The Family Educational Rights and Privacy Act of 1974, as amended, and its implementing regulations

Biometric Record: a record of one or more measurable biological or behavioral characteristics that can be used for automated recognition of an individual. Examples include fingerprints; retina and iris patterns; voiceprints; DNA sequence; facial characteristics; and handwriting.

Directory Information: information contained in an education record of a student that would not generally be considered harmful or an invasion of privacy if disclosed.



	
	The District shall determine the specific types of personally identifiable information that it deems as directory information, and shall give public notice of such designation and of the right of parents or guardians to opt out of disclosure of such information, as discussed further within this policy and in accordance with FERPA.

(a)
Directory information may include, but is not limited to, the student's name; address; telephone listing; electronic mail address; photograph; date and place of birth; major field of study; grade level; enrollment status (e.g., undergraduate or graduate, full-time or part-time); dates of attendance; participation in officially recognized activities and sports; weight and height of members of athletic teams; degrees,  honors and awards received; and the most recent educational agency or institution attended.
(b)
Directory information does not include a student's -

(1) Social security number; or
(2) Student identification (ID) number, except as provided in paragraph (c) of this section.

(c)
Directory information includes a student ID number, user ID, or other unique personal identifier used by the student for purposes of accessing or communicating in electronic systems, but only if the identifier cannot be used to gain access to education records except when used in conjunction with one or more factors that authenticate the user's identity, such as a personal identification number (PIN), password, or other factor known or possessed only by the authorized user.


	
	Disclosure: to permit access to or the release, transfer, or other communication of personally identifiable information contained in education records by any means, including oral, written, or electronic means, to any party except the party identified as the party that provided or created the record.



	
	Education Records:

(a)
The term means those records that are:

(1) Directly related to a student; and
(2) Maintained by an educational agency or institution or by a party acting for the agency or institution.

(b)
The term does not include:

(1)
Records that are kept in the sole possession of the maker, are used only as a personal memory aid, and are not accessible or revealed to any other person except a temporary substitute for the maker of the record.
(2)
Records of the law enforcement unit of an educational agency or institution, subject to the provisions of 34 C.F.R. §99.8.
(3)
(i)
Records relating to an individual who is employed by an educational agency or institution, that:

(A). Are made and maintained in the normal course of business;

(B) Relate exclusively to the individual in that individual's capacity as an employee; and

(C) Are not available for use for any other purpose.

     (ii)

Records relating to an individual in attendance at the agency or institution who is employed as a result of his or her status as a student are education records and not excepted under paragraph (b)(3)(i) of this definition.



	
	(4)
Records on a student who is 18 years of age or older, or is attending an institution of postsecondary education, that are;

(i)
Made or maintained by a physician, psychiatrist, psychologist, or other recognized professional or paraprofessional acting in his or her professional capacity or assisting in a paraprofessional capacity;

(ii) Made, maintained, or used only in connection with treatment of the student; and

(iii) Disclosed only to individuals providing the treatment. For the purpose of this definition, "treatment," does not include remedial educational activities or activities that are part of the program of instruction at the agency or institution; and



	
	(5)
Records created or received by an educational agency or institution after an individual is no longer a student in attendance and that are not directly related to the individual's attendance as a student.

(6)
Grades on peer-graded papers before they are collected and recorded by a teacher.

	
	

	
	Eligible Student: a student who has reached 18 years .of age or is attending an institution of post-secondary education.

Institution of Post-Secondary Education: An institution that provides education to students beyond the secondary school level.

Parent: a parent of a student and includes a natural parent, a guardian, or an individual acting as a parent in the absence of a parent or a guardian.

Party: an individual, agency, institution or organization.

Personally Identifiable Information: The terms includes, but is not limited to -

(a) The student's name;
(b) The name of the student's parent or other family members;
(c) The address of the student or student's family;
(d) A personal identifier, such as the student's social security number, student number, or biometric record;
(e) Other indirect identifiers, such as the student's date of birth, place of birth, and mother's maiden name;
(f) Other information that, alone or in combination, is linked or linkable to a specific student that would allow a reasonable person in the school community, who does not have personal knowledge of the relevant circumstances, to identify the student with reasonable certainty; or
(g) Information requested by a person who the educational agency or institution reasonably believes knows the identity of the student to whom the education record relates.



	
	Record: any information recorded in any way, including, but not limited to, handwriting, print, computer media, video or audio tape, film, microfilm, and microfiche.

Student: any individual who is or has been in attendance at an educational agency or institution and regarding whom the agency or institution maintain education records.


	4.
Guidelines
	RIGHTS, REQUIREMENTS, AND PROCEDURES

	
	

	
	A.
Rights of Parents and Eligible Students (General)


	
	1. In accordance with FERPA, the parents of a student who is not an eligible student, and all eligible students, shall have all rights as set forth under this Policy and FERPA to consent or object to disclosure of personally identifiable information from a student's education records, to request and review education records of their child/an eligible student's own record, and to seek amendment of such education records unless the District has been provided with a copy of a Court Order, or other legally binding document that specifically revokes such rights.

2. The District may disclose education records or personally identifiable information from education records, to a parent without the prior written consent of an eligible student if the disclosure meets the conditions set forth in 34 C.F.R. §99.31(a), as summarized at Section 4.D.(2) of this Policy.

3. The rights of a parent under FERPA shall not be affected solely by the grant of physical custody, whether full or partial, to one parent. Rather, such rights may only be modified by a Court Order or other legally binding document which specifically removes legal custody from a parent(s) or otherwise removes parental rights relative to access to education. records and information.
4. In the event that an educational decision maker is appointed by the Court pursuant to Pennsylvania Rule of Juvenile Court 1147, the right to make educational decisions for the student at issue, including but not limited to the right to consent to or prohibit the release of student records to a party other than the parent/guardian, shall be vested exclusively in the educational decision maker, unless the Court Order appointing the educational decision maker places limitations or conditions upon such rights.
5. Unless stated otherwise in the Court Order appointing the educational decision maker, the parents of a child for whom an educational decision maker has been appointed, along with the educational decision maker, must be provided with all notices and be allowed to participate in (but such parents cannot make decisions regarding) matters affecting their child's education.
6. Unless stated otherwise in the Court Order appointing the educational decision maker, the parents of a child for whom an educational decision maker has been appointed, along with the educational decision maker, shall have equal rights under FERPA to inspect and review a student's education records.
7. The District shall maintain on file copies of any and all relevant Court Orders and other binding legal documents relative to the rights of parents and other adults with respect to matters involving a student's education.



	
	B.
Right to Inspect Education Records



	
	1.
The following parties have the right to inspect the education records relating to each student:

(a) the parent
(b) the eligible student
(c) the school official or his/her assistants who are responsible for the custody of the records (Note: In addition to District employees, the term "school official" may also include a. contractor, consultant, volunteer, or other party to whom the District has outsourced institutional services or functions provided that the outside party performs an institutional service or function for which the District would otherwise use employees, is under the direct control of the District with respect to use and maintenance of education records, and is subject to the requirements of 34 C.F.R. §99.33 (a) which 
governs the use of disclosure of personally identifiable information from education records. The District shall state the positions that are considered to be "school officials" in the annual notice referenced at Section 4.C. of this Policy.)
(d) other school officials, including teachers, within the District whom the District has determined to have legitimate education interests in the records.
(e) the following parties, for the purpose of auditing the record keeping procedures of the District, in connection with an audit or evaluation of federal or state supported education programs, or for the enforcement of or compliance with federal legal requirements that relate to those programs;

(i) the Comptroller General of the United States
(ii) the Attorney General of the United States
(iii) the Secretary of the United States Department of Education
(iv) state and local education authorities.



	
	2. The District shall comply with a request by a parent or eligible student for access to education records within forty-five (45) days of the request.
3. The District shall respond to reasonable requests from parents or eligible students for interpretation and explanation of education records, and shall provide the parent or eligible student with a copy of the records or make other arrangements for inspection and review, if circumstances effectively prevent the parents or eligible from exercising the right to inspect or review records.

4. The District may charge a fee for a copy of an education record, unless the fee would effectively prevent the parent or eligible student from exercising the right to review. The District shall not charge a fee for searching for or retrieving a student's education records.

5. Parents and eligible students are permitted only to review information about the student at issue; they may not review information about other students, even if it is contained within the education records of the student at issue. The District shall take all appropriate steps to ensure that parents and eligible students review only information about the student at issue.



	
	

	
	

	
	

	
	

	
	C.
Notice of Rights

1. The District shall annually notify parents and eligible students of their rights under FERPA to inspect, review and seek amendment of the student's education records, the procedures for exercising those rights, and their right to consent to disclosure of personally identifiable information, to the extent that consent is required by FERPA.
2. The notice shall include criteria stating who constitutes a school official and what constitutes a legitimate educational interest, in anticipation of the possibility that education records may be disclosed without consent to other school officials who have a legitimate educational interest.
3. The notice shall also inform parents and eligible students of their right to file a complaint with the Pennsylvania Department of Education under 34 C.F.R. §§99.63 and 99.64, if they believe the District has failed to comply with the requirements of FERPA.



	
	D.
Disclosure of Personally Identifiable Information From Education Records

1.
General Rule -.The District may disclose personally identifiable information from a student's education record only with prior written consent of the parent or eligible student.

(a)
District personnel shall not disclose personally identifiable information from a student's education records to any party, unless the parent or eligible student has provided a signed and dated written consent specifying (1) which records may be disclosed, (2) the purpose of the disclosure, and (3) party/class of parties to whom disclosure may be made.
(b) The written consent may be in electronic format if it identifies and authenticates a specific person as the source of the electronic consent.

(c) The District is not required by FERPA to release any personally identifiable information, or to seek consent for release of the same; however, the District may be required to do so under other laws or regulations besides FERPA.



	
	

	
	

	
	

	
	

	
	

	
	

	
	2.
Exceptions: The District may disclose personally identifiable information from a student's education record without prior written consent in the following scenarios:

(a)
Prior written consent is not needed for disclosure of personally identifiable information designated as directory information. The District may, but is not required by FERFA to, disclose personally identifiable information from a student's education record that the District has designated as directory, without written consent of the parent or eligible student to the disclosure, if the District has given public notice to all parents and eligible students in the District of the items listed below, and the parent/eligible student has not advised the District that the parent/eligible student does not consent to disclosure of directory information (the parent or eligible student has not "opted out" of disclosure). Directory information shall not be disclosed when the parent/eligible student has "opted out" of disclosure of that specific item.

(i)
The public notice regarding directory information must include:

· the types of personally identifiable information that the District has identified as directory

· a parent's or eligible student's right to refuse to allow the District to designate any of that information about the student as directory and thus disclose it without prior consent; and
· the period of time within which a parent or eligible student has to notify the District in writing that he or she does not want any or all of such types of information about the student designated as directory and thus disclose without prior consent.


	
	(ii) The District may indicate in its public notice that disclosure of directory information will be limited to specific parties and/or for specific purposes, and shall then limit disclosure accordingly.
(iii) The District may disclose personally identifiable information about former students without providing notice and opportunity to opt out to the former student or his/her parent, in addition to that which was provided while the student was in attendance, However, the District must continue to honor any valid request to 
"opt out" that was made while the former student was in attendance in the District, unless the parent or eligible student rescinds the request.

(iv) The District shall not disclose or confirm directory information without prior written consent if a student's social security number or other non-directory information is used alone or combined with other data to identify or help identify the student or the student's records.

(v) The District may be required by other applicable laws and regulations, besides FERPA, to disclose information in this category.



	
	(b)
Prior written consent not needed for disclosure of personally identifiable information in the following circumstances. The District may, but is not required by FERPA to, disclose the following personally identifiable information from a student's education record, without consent of the parent or eligible student, in the circumstances listed below. (However, this information shall not be disclosed to the extent that it includes directory information, the disclosure of which the parent or eligible student has expressly prohibited, i.e., parents/eligible student have "opted out")

The District may be required by other applicable laws and regulations, besides FERPA, to disclose information in this category.



	
	(i)
The disclosure is to other school officials within the District who have legitimate educational interests in the information. School officials shall not share with one another, including verbally, any personally identifiable information in which the party to whom the information is to be communicated does not have a legitimate educational interest.
(ii)
The disclosure is to officials of another school, school system or institution where the student seeks or intends to enroll or is already enrolled, so long as the disclosure is related to the enrollment or transfer, subject to the requirements of 34 C.F.R. Section 99.34 or any other controlling regulation that may at any time in the future be in place.

(iii) The disclosure is to authorized representatives of the Comptroller General or Attorney General of the United States, the Secretary of the United States Department of Education, Commonwealth, and/or local educational authorities, in accordance with an audit or evaluation of educational programs, or for compliance with Federal legal requirements, subject to the requirements of 34 C.F.R. Section 99.35, or any other controlling regulation that may at any time in the future be in place.

(iv)
The disclosure is necessary to determine eligibility for or, amount, terms and/or conditions of financial aid, or to enforce the terms and conditions of financial aid, for which the student has applied or which the student has received.
(v)
The disclosure is to officials of the Commonwealth of Pennsylvania or local officials or authorities, if the reporting concerns the juvenile justice system, and is allowed by state statute in accordance with 34 C.F.R. Sections 99.31(5) and subject to 34 C.F.R. 99.35, 99.38 or any other controlling regulation that. may at any time in the future be in place.

(vi)
The disclosure is to organizations conducting studies for, or on behalf of, educational agencies or institutions to develop, validate, or administer predictive tests, administer student aid programs, or improve instruction, subject to the requirements of 34 C.F.R. Section 99.31(6) or any other controlling regulation that may at any time in the future be in place.
(vii) The disclosure is to accrediting organizations to carry out their accrediting functions.

(viii) The disclosure is to parents of a dependent student as defined in Section 152 of the IRS Code.
(ix)
The disclosure is to comply with a judicial order or lawfully issued subpoena, only if the District makes a reasonable effort to notify the parent or eligible student of the order or subpoena in advance of compliance, except in the case of certain specific subpoenas under certain conditions, as listed in 34 C.P.R, Section 99.31(9) or any other controlling regulation that may at any time in the future be in place.

(x)
If the District initiates legal action against a parent or student, or a parent or student initiates legal action against the District, the District may disclose to the Court, without a Court Order or subpoena, the student's education records that are-relevant to the proceeding.

(xi) 
The disclosure is in connection with a health or safety emergency, subject to the requirements of 34 C.F.R. Section 99.36 or any other controlling regulation that may at. any time in the future be in place.

(xii)
The disclosure concerns sex offenders and other individuals required to register under Section 170101 of the Violent Crime Control and Law Enforcement Act of 1994, 42 U.S.C. 14071, and the information was provided to the District under 42 U.S.C. 14071 and applicable federal guidelines.


	
	E.
Disclosure of Information That is Not Personally Identifiable

1. The District may, but is not required by FERPA to, disclose information that is not defined as "personally identifiable" under FERPA. This includes education records and information taken therefrom that has been redacted of all personally identifiable information, provided that the District has made a reasonable determination that a student's identity is no longer personally identifiable.
2. This also includes education records or information therefrom which are released for the purpose of education research and which have been de-identified by attaching a code to each record that may allow the recipient to match information provided that the District does not disclose any information regarding how it generates or assigns a record code, and the code besides FERPA is not based on a student's Social Security number or other personal information, that would allow a recipient to identify a student based on a record code, and provided that the record code is used for no purpose other than identifying a de-identified record for education research and cannot be used to ascertain personally identifiable information about a student.
3. The District may be required by other applicable laws and regulations besides FERPA to disclose information in this category.


	
	F. Authentication of Recipient of Personally Identifiable Information

1.
The District shall use reasonable methods to identify and authenticate the identity of parents, students, school officials, and any other parties to whom the District discloses personally identifiable information from education records.

	
	

	
	G. Guidelines for Employees/Other Individuals Who Render Services on Behalf of the District Regarding Disclosure of Student Information

1. The Superintendent or designee may establish specific guidelines and procedures requiring District employees and/or other individuals rendering services on behalf of the District such as independent contractors, to consult with and/or secure prior authorization from a designated member of District Administration in order to:
(a) seek consent from parents/eligible students for disclosure of all or certain specific types of education records or personally identifiable information taken therefrom;
(b) release any or certain specific types of education records or personally identifiable information taken therefrom without consent of a parent/eligible student;
(c) identify and authenticate the identity of any party to whom educational records or personally identifiable information taken therefrom is to be disclosed; and/or
(d) disclose any items of student information to any party, including parties outside of the District, District. employees or those who render services for the District, or a parent or eligible student, in the event that the employee/other individual considering whether to disclose the information has any doubt as to whether a party is entitled by law to receive the item requested.

2. All references through this Policy to disclosures that may/shall/shall not be made by the District also apply to those who render services on the District's behalf.


	
	H.
Recordkeeping Regarding Disclosure of Personally Identifiable Information

1.
The District shall maintain, along with the education record of each student for as long as such records are maintained in accordance with applicable laws, regulations and District policies and procedures regarding record retention and management, a record of each request for access to and each disclosure of personally identifiable information from the education records of each student, as well as the names of State and local educational authorities and federal officials and agencies that may make further disclosures of personally identifiable information from the student's education records without prior consent of the parent(s)/eligible student.



	
	2.
The record for each request or disclosure shall include:

(a) The parties who have requested or received personally identifiable information from the education records; and

(b) The legitimate interests the parties had in requesting or obtaining the information

3.
If the District discloses personally identifiable information without prior consent under the health and safety emergency exceptions of 34 C.F.R. Sections 99.31(a)(10) and 99.36, the District's record of disclosure shall include the articulable and significant threat to the health or safety of a student or other individual that formed the basis of the disclosure, and the parties to whom the District disclosed the information.



	
	I.
Re-Disclosure of Personally Identifiable Information

1. When disclosing personally identifiable information from an education record to a party, the District must advise the party that the District is only making the disclosure on the condition that the party will not re-disclose the information to any other party without the consent of the parent or eligible student, and that the party to whom the District discloses the information will use the information only for the purpose for which the District disclosed it.
2. Even though the District must advise parties to whom it discloses personally identifiable information as set forth in paragraph (1) above, the District may nonetheless disclose personally identifiable information with the understanding that the receiving party may re-disclose the information on behalf of the District if the re-disclosure falls under any of the scenarios set 
forth under Section 4.D (2) of this Policy, in accordance with 34 C.F.R. Section 99.31 or any other controlling regulation that may at any time in the future be in place, AND if the District includes, in its record of the disclosure, the names of the additional parties to which the receiving party may re-disclose the information on behalf of the District, and the legitimate interests under 34 C.F.R. Section 99.31 which each of the additional parties has in requesting or obtaining the information,
3. The District is not required to give the advisory referenced in paragraph (1) above, when the District discloses personally identifiable information to parent or eligible student, or discloses information that has been designated by the District as directory information, when the disclosure is to comply with a judicial order or lawfully issued subpoena, or when the disclosure concerns sex offenders and other individuals required to register.



	
	J. Requests for Amendment of Education Records

1. A parent or eligible student may request that the District amend an education record if he/she believes that the record contains information that is inaccurate, misleading, or in violation of the student's rights of privacy, The District shall determine within a reasonable time whether to amend the record.

2. If the District decides not to amend the record, it shall inform the parent or eligible student of that decision and of the right to a hearing, which shall be subject to all conditions of and comply with all requirements of 34 C.F.R. Sections 99.21 and 99.22 or any other controlling regulation(s) that may in the future be in place.



	
	K. Collection and Location of Education Records

The collection and location of regular education records in the District shall be in accordance with the chart attached to this Policy as "Attachment A." For policies and procedures regarding retention and management of records, please see Policy No. 800, and Administrative Regulations 800-AR and 800-AR-l.

	
	

	
	Legal References:

	
	

	
	Family Educational Rights and Privacy Act – 20 U.S.C. Sec. 1232g



	
	Individuals With Disabilities Education Act – 20 U.S.C. Sec. 1400 et seq.



	
	Individuals With Disabilities Education, Title 34, Code of Federal 


Regulations – 34 CFR Part 99, Part 300
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